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Software is Buggy!

On average, 1-5 errors per 1KLOC

Windows 2000
« 35M LOC
« 63,000 known bugs at the time of release
« 2 per 1,000 lines

For mass market software 100% correct is infeasible,
but

We must verify the SW as much as possible



Failure, Fault, Error

Failure

Observable incorrect behavior of a program. Conceptually
related to the behavior of the program, rather than its code.

Fault (bug)

Related to the code. Necessary (not sufficient!) condition for
the occurrence of a failure.

Error

Cause of a fault. Usually a human error (conceptual, typo,
etc.)



Failure, Fault, Error: Example

1. double doubleValue(int param) {

2 double result;

3. result = (double) param * param;
4 return(result);

5. }

A call to double(3) returns 9

Result 9 represents a failure

Such failure is due to the fault at line 3
The error is a typo (hopefully)



Approaches to Verification

Testing (dynamic verification): exercising software to try and
generate failures

Static analysis: identify (specific) problems statically, that is,
considering all possible executions

Inspections/reviews/walkthroughs: systematic group review
of program text to detect faults

Formal verification (proof of correctness): proving that the
program implements the program specification



Testing (dynamic verification)
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Formal verification
(proof of correctness)
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Comparison

Testing
* Pros: no false positives
« Limits: incomplete
Static analysis
» P: complete (consider all program behaviors)
« L: false positives, expensive
Inspections
« P: systematic, thorough
« L:informal, subjective
Formal verification
« P: strong guarantees
» L: complex, expensive (requires a spec)
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What is Testing?

Testing == To execute a program with a sample of
the input data

* Dynamic technique: program must be executed
* Optimistic approximation:
» The program under test is exercised with a (very small)
subset of all the possible input data

« We assume that the behavior with any other input is
consistent with the behavior shown for the selected subset of
input data



Testing Techniques

There are a number of techniques
» Different processes
» Different artifacts
» Different approaches

There are no perfect techniques
» Testing is a best-effort activity

There is no best technique
» Different contexts
« Complementary strengths and weaknesses
» Trade-offs
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Functional vs. Structural Testing
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BLACK-BOX TESTING TEXAMPLE

Speaitication : nputs an nteger and pruts &

4. void prnkNumBytes ( pacam )

9. 1 (pacam < Jo24) prntS (*7d" param);
3. efse prukf(*/d KB, paam/q 24 ),
4. 1



WHITE-BOX TESTING TXAMPLE

4.t Jan(t pacam }f

2. Wt resnlt;

3. resultb = pacam/z
4. reluln cesult;

5.

Y



WHITE-BOX TESTING TXAMPLE

Specification: inputs an inbeger param and retucns
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4. it Jan (it pacam }f

g. Wt reslt;

3. result = patam/z
4, relutn result;

5.
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BLACK-BOX TESSTING

Advantaqes

- focus on the domain
- Noveed £of the code,
= early test design
- Catches logic deteats

- Applicable atall
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printSum (16 3,16 b )
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STRAW-MAN (DEA :
EXHAVSTIVE TESTING ¢

How long woulol 1t
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test the function

So§tusafe Print Sum (mt a,\ns ID) 1
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How) (ona woulol It
take to exhausitvely
test the function
Sojtware prnt Sun (b 3, nG b) ?

232x 232= 264 = 101 tests
1 test per nanosecond (10° tests/sec)
=> 10" seconds

[ ~600 years ]

Domaln




RANDOM TESTING

-piek Inputs oniformly
- all mputs congiolefeal equal
- ho designer blas




SO WHY NOT RANDOM ?
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Systematic Partition Testing

... but dense in some parts

Failures are sparse in the of the space

Waiure (valuable test case) space of possible inputs ..

LINo failure

00 OO 5 00,00 OO

00 00 0O0i00 oo
00 OO0 O0;00 OO

Ui 0itlon ooioo oo ooidd Oloo oo oojoo oo
; 00 00:00 00|00 00 00,00 OO0

I:II:I 0000 O00:00 OO0 OO0
00 0000 O0:00 OO0 OO

00 0000 O00:00 00 OO
00 O0:00 O0O:00 OO0 O

....................................................

00 00|00 0000 00 00 m
00 00|00 0000 00 00

The space of possible input values
(the haystack)
[

[

[

[

[

[

[

[

[

[

If we systematically test some cases from

each part, we will include the dense parts Functional testing is one way of drawing
lines to isolate regions with likely failures
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EXamMPLE

Splt (stnnq str, it sie )

Some possible partrtions :
- 8izedd

-Slze =¢g
- S\12¢ >
- 8t¢ with lema(:h < Srze

- StC with lengbh n [Size,s12e x?_]
- 3kY Lo lenc&bl/\ s S1ze %2
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Splt (stnnq str, it sie )
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EXamMPLE

Splt (stnnq str, it sie )

Some possible parttions:

-812¢<0 | - sbr with length< Siec
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- Sige>o | - SYC with lenqht >8iexl

Some posside 1aputs



EXamMPLE

Splt (stnnq str, it sie )

Some possible parttions:
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EXamMPLE

Splt (stnnq str, it sie )

Some possible parttions:

- §'2€ (0 | - str uath length< Siec

-8Si¢=0 - 8 Wi he wn[size, Size x2
- Siged>o - SY with ll:n'%ht >Seexl ]
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EXQMPLE

Splt (stnnq str, it sie )
Some posside (nputs
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EXQMPLE

Splt (stnnq str, it sie )

Some posside (nputs
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EXamMPLE

Splt (stnnq str, it sie )
Some posside 1aputs

-Sige = - | - S'\'m\a Tin) leng'c‘ﬂ Qze -
-slxe= | X - g it length SiZC
- S‘%e.‘-"- MAX'NT -— S ee

Test cage speu!enc&hons
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EXamMPLE

Splt (stnnq str, it sie )

Some posside (nputs

-31ge = - | - S'\'mva with bng'c‘ﬂ Qze -
~sSle= | - sl-rma wth 1enQ{-h Ny A
- S1EC = MAXINT —cee

Test cage speuencahons
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Q SYSTEMATIC FONCTIONAL-TESTING APPROACH

Implement test cases in code

Requires building scaffolding

e Drivers
o Stubs

Genecale

TEST TEST CQASEsS
l CRSES l - SPECIF(CAT (ONS




A SPECIEIC BDLACK-BOX TESTING APPROACH
THE CATEGORY-PART(TION METHOD

[ostfand & Balcer cacm, June 4960 ]

= | apessimp ]

e —————

Specificalion Tesk coses
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‘ 1. ldedti€y indeperdently testoble features
2. |dentify Cefetaocle.s
3. Pactihon categories Into choices
4. ldentity constramts among choices
5. Produce/Evaluate test case qruf-\cahons
6. Gene(ate test cases From Eest case specthications

&
8

Test cases

Specificalion



\DENT\FTH CATSGORIES

Cheracteristics of each input element

example.: Split (stang str, int siee)
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Cheracteristics of each input element

example.: Split (stang str, int siee)
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\DENT\FY{ CATSGORIES

Cheracteristics of each input element

example.: Sl (stang str, it siee)

Input  SEC Inpub Size
- lenghts - 0dlue



PARTITION CATEGOR[ES INTO CHOICES

Intecest inQ Cases (Subdomalns)

example.: Sl (stang str, it siee)
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PARTITION CATEGOR[ES INTO CHOICES

Intecest inQ Cases (Subdomalns)

example.: Sl (stang str, it siee)

In stc Input Size
T "
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Intecest inQ Cases (Subdomalns)

example.: Sl (stang str, it siee)
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PARTITION CATEGOR[ES INTO CHOICES

Intecest inQ Cases (Subdomalns)

example.: Sl (stang str, it siee)

Input  skC Input Sie
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To redua tMe number ot test cases
Three typeg : PROPERTY ... IF, ERROR, SINGLE

Examples
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IDENT\F4 CONSTRAINTS AMONG CHOICES

To elimnate meaningless Combbin aHans
To cedua the number ot test cases
Three typeg : PROPERTY ... IF, ERROR, SINGLE

Examples
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IDENT\F4 CONSTRAINTS AMONG CHOICES

To elimnate meaningless Combbin aHans
To cedua the number ot test cases
Three typeg : PROPERTY ... IF, ERROR, SINGLE

Examples
lnput Size
Input f;cr —Pf‘)alue,
i ?3 PROPERTY 2efovalue. - <o ERRR

- Speadh charad®@rs if | 2eopalue
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PROBDUCE AND TUALURTE, TEST CASE SPECIFICRTIONS

Can be avtomated
Produces besk frames

Example Test €rame 462G
nput st
Ql\%ht sie-4
ot - Specd characers
P 3\2.8
valve : >0
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Simple (nstantiation of frames
Final result @ Seb ot encwite tests
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GENERANC TEST CASES FROM TEST CASE SRETIFICRTIONS

Simple (nstantiation of frames
Final result @ Seb ot encwite tests

-
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Test case 412G '
ste = "anee it
S\ = 10
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MODEL-BASED TESTING

~ B
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MODEL-BASED TESTING
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FINITE STRTE MACHINSS (Fsm)

Nooles = states
Edgpes = transitions

€dge [abels = events [actions

events

events /action: events/actions
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FRom AN INFORMAL SPECFICATION . ..

Maintenance: The Maintenance function records the history of items undergoing
maintenance.

If the product is covered by warranty or maintenance contract, maintenance can
be requested either by calling the maintenance toll free number, or through
the web site, or by bringing the item to a designated maintenance station.

If the maintenance is requested by phone or web site and the customer is a US
or EU resident, the item is picked up at the customer site, otherwise, the
customer shall ship the item with an express courier.

If the maintenance contract number provided by the customer is not valid, the
item follows the procedure for items not covered by warranty.

If the product is not covered by warranty or maintenance contract, maintenance
can be requested only by bringing the item to a maintenance station. The
maintenance station informs the customer of the estimated costs for repair.
Maintenance starts only when the customer accepts the estimate.

If the customer does not accept the estimate, the product is returned to the
customer.

Small problems can be repaired directly at the maintenance station. If the
maintenance station cannot solve the problem, the product is sent to the
maintenance regional headquarters (if in US or EU) or to the maintenance main
headquarters (otherwise).

If the maintenance regional headquarters cannot solve the problem, the product
is sent to the maintenance main headquarters.

Maintenance is suspended if some components are not available.

Once repaired, the product is returned to the customer.




FRom AN INFORMAL SPECFICATION . ..

mulhple' Maintenance: The Maintenance function records the history of items undergoing

cholees nere, \ maintenance.
If the product is covered by warranty or maintenance contract, maintenance can
be requested either by calling the maintenance toll free number, or through
the web site, or by bringing the item to a designated maintenance station.
If the maintenance is requested by phone or web site and the customer is a US
or EU resident, the item is picked up at the customer site, otherwise, the
customer shall ship the item with an express courier.
If the maintenance contract number provided by the customer is not valid, the
item follows the procedure for items not covered by warranty.
If the product is not covered by warranty or maintenance contract, maintenance
can be requested only by bringing the item to a maintenance station. The
maintenance station informs the customer of the estimated costs for repair.
Maintenance starts only when the customer accepts the estimate.
If the customer does not accept the estimate, the product is returned to the
customer.
Small problems can be repaired directly at the maintenance station. If the
maintenance station cannot solve the problem, the product is sent to the
maintenance regional headquarters (if in US or EU) or to the maintenance main
headquarters (otherwise).
If the maintenance regional headquarters cannot solve the problem, the product
is sent to the maintenance main headquarters.
Maintenance is suspended if some components are not available.
Once repaired, the product is returned to the customer.




FRomM AN INFORMAL SPECFICATION . ..

| ISPec..bm
Maintenance: The Maintenance function records the history of items undergoing
maintenance.
If the product is covered by warranty or maintenance contract, maintenance can
be requested either by calling the maintenance toll free number, or through
the web site, or by bringing the item to a designated maintenance station.
If the maintenance is requested by phone or web site and the customer is a US
or EU resident, the item is picked up at the customer site, otherwise, the
customer shall ship the item with an express courier.
If the maintenance contract number provided by the customer is not valid, the
item follows the procedure for items not covered by warranty.
If the product is not covered by warranty or maintenance contract, maintenance
can be requested only by bringing the item to a maintenance station. The
maintenance station informs the customer of the estimated costs for repair.
Maintenance starts only when the customer accepts the estimate.
If the customer does not accept the estimate, the product is returned to the
customer.
Small problems can be repaired directly at the maintenance station. If the
maintenance station cannot solve the problem, the product is sent to the
maintenance regional headquarters (if in US or EU) or to the maintenance main
headquarters (otherwise).
If the maintenance regional headquarters cannot solve the problem, the product
is sent to the maintenance main headquarters.
Maintenance is suspended if some components are not available.
Once repaired, the product is returned to the customer.
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FRomM AN INFORMAL SPECFICATION . ..

@oco Do

mulhple' Maintenance: The Maintenance function records the history of items undergoing
cholees nere, \ maintenance.

If the product is covered by warranty or maintenance contract, maintenance can
be requested either by calling the maintenance toll free number, or through
the web site, or by bringing the item to a designated maintenance station.

Me(“““eﬂ If the maintenance is requested by phone or web site and the customer is a US
or EU resident, the item is picked up at the customer site, otherwise, the
{:“e mxb %bep customer shall ship the item with an express courier,

If the maintenance contract number provided by the customer is not valid, the

item follows the procedure for items not covered by warranty.

If the product is not covered by warranty or maintenance contract, maintenance

can be requested only by bringing the item to a maintenance station. The

maintenance station informs the customer of the estimated costs for repair.

Maintenance starts only when the customer accepts the estimate.

and So on —-’. If the customer does not accept the estimate, the product is returned to the
customer.

Small problems can be repaired directly at the maintenance station. If the

maintenance station cannot solve the problem, the product is sent to the

maintenance regional headquarters (if in US or EU) or to the maintenance main

headquarters (otherwise).

If the maintenance regional headquarters cannot solve the problem, the product

is sent to the maintenance main headquarters.

Maintenance is suspended if some components are not available.

Once repaired, the product is returned to the customer.
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FRom AN INFORMAL SPECFICATION . ..

Maintenance: The Maintenance function records the history of items undergoing
maintenance.

If the product is covered by warranty or maintenance contract, maintenance can
be requested either by calling the maintenance toll free number, or through
the web site, or by bringing the item to a designated maintenance station.

If the maintenance is requested by phone or web site and the customer is a US
or EU resident, the item is picked up at the customer site, otherwise, the
customer shall ship the item with an express courier.

If the maintenance contract number provided by the customer is not valid, the
item follows the procedure for items not covered by warranty.

If the product is not covered by warranty or maintenance contract, maintenance
can be requested only by bringing the item to a maintenance station. The
maintenance station informs the customer of the estimated costs for repair.
Maintenance starts only when the customer accepts the estimate.

If the customer does not accept the estimate, the product is returned to the
customer.

Small problems can be repaired directly at the maintenance station. If the
maintenance station cannot solve the problem, the product is sent to the
maintenance regional headquarters (if in US or EU) or to the maintenance main
headquarters (otherwise).

If the maintenance regional headquarters cannot solve the problem, the product
is sent to the maintenance main headquarters.

Maintenance is suspended if some components are not available.

Once repaired, the product is returned to the customer.
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SOMS CONSIDERATIONS

Applicability

- vecy general approach

- \n OML , state machine are (eadlily available
Abstraction s key

Many ofher agproaches

- decizlon tableg
- £low graphs
- higtorical moolel
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