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Uncertainty and Information
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Information is processed data whereas knowledge is information that is 
modeled to be useful.

You need information to be able to get knowledge

▪ More information when an unlikely event occurs than when 
something certain occurs (in fact, it should be zero when the event 
is certain)

▪ Example: You are in sunny Los Angeles, California and you are told it 
did not rain yesterday → not a lot of information since it rarely 
rains in SoCal



Created by Bruce Campbell: “DIKA – ancient Chinese saying for get up and DO! Data-

Information-Knowledge-Action.”
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▪ Information theory is a mathematical framework which 

addresses questions like:

▪ How much information does a random variable carry about?

▪ How efficient is a hypothetical code, given the statistics of the 

random variable?

▪ How can we encode more efficiently?

▪ Is the information carried by different random variables 

complementary or redundant?

Information Theory



Uncertainty and Information

Which day is more uncertain?

How do we quantify uncertainty?



Information of an Outcome

Which event is more likely?

Which will give more information if it happens?

More likely → Less uncertainty → Less information?

Rain in Atlanta in July Snow in Atlanta in July

P(x) = 0.8 P(x) = 0.05
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Information

We can associate our measure of

information with probability of an

event occurring. Let X be a random

variable with distribution 𝑝 𝑥 :

𝐼 𝑥 = log2
1

𝑝 𝑥
= −log2 𝑝 𝑥

High probability means less

information

log2 𝑝 𝑥



Information: Example

X = [cat,                       ]
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Example: is a picture worth 1,000 words?

▪ Information obtained by a random word from a 100,000 word 
vocabulary:

𝐼 𝑤𝑜𝑟𝑑 = log2
1

𝑝 𝑥
= log2

1

1/100,000
= 16.61 𝑏𝑖𝑡𝑠

▪ A 1,000-word document from same source:
𝐼 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡 = 1000 × 𝐼 𝑤𝑜𝑟𝑑 = 16,610 𝑏𝑖𝑡𝑠

▪ A 640 x 480 pixel, 16-greyscale picture (each pixel has 16 bits 
information):

𝐼 𝑝𝑖𝑐𝑡𝑢𝑟𝑒 = log2
1

1/16640×480
= 1,228,800 𝑏𝑖𝑡𝑠

A picture is worth (a lot more than) 1,000 words!
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Motivation: Data compression

▪ Suppose we observe a sequence of events

▪ Coin tosses

▪ Words in a language

▪ Notes in a song

▪ etc.

▪ We want to record the sequence of events in the smallest 

possible space

▪ In other words, we want the shortest representation which 

preserves the information

▪ Another way to think about this: how much information 

does the sequence of events actually contain?
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▪ Consider the problem of recording coin tosses in unary

T, T, T, T, H

▪ Approach 1:

00, 00, 00, 00, 0

We used 9 characters

▪ Which one has a higher probability: T or H?

▪ Which one should carry more information: T or H?

Example: Data compression

Heads Tails

0 00
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▪ Consider the problem of recording coin tosses in unary

T, T, T, T, H

▪ Approach 2:

0, 0, 0, 0, 00

We used 6 characters

▪ Which one has a higher probability: T or H?

▪ Which one should carry more information: T or H?

Example: Data compression

Heads Tails

00 0
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▪ Frequently occurring events should have short encodings

▪ We see this in English with words such as “a”, “the”, “and”, 

etc.

▪ We want to maximize the information-per-character

▪ Seeing common events provides little information

▪ Seeing uncommon events provides a lot of information

Motivation: Data compression



Information of an Outcome

Which event is more likely?

Which will give more information if it happens?

More likely → Less uncertainty → Less information if it happens

Rain in Atlanta in July Snow in Atlanta in July

P(x) = 0.8 P(x) = 0.05
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• Information measured after an outcome occurs.
• Sometimes, we care about how uncertain a system is 

before we observe anything



Uncertainty and Entropy

Which day is more uncertain?

How do we quantify uncertainty?

Now we are not asking which outcome is more informative. We 
are asking: which day is harder to predict?
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▪ Average amount of information to encode a random variable 𝑋
with respect to its distribution 𝑝(𝑥) is the entropy 𝐻(𝑥):

𝐸 𝑔(𝑥) =෍

𝑥

𝑔 𝑥 𝑝 𝑥

𝐻 𝑥 = 𝐸 𝐼(𝑥) =෍

𝑥

𝐼 𝑥 𝑝 𝑥 =෍

𝑥

𝑝 𝑥 log2
1

𝑝 𝑥
= −෍

𝑥

𝑝 𝑥 log2 𝑝 𝑥

Considering a random variable 𝑋 with 𝑘 possible states:

𝐻 𝑥 = −෍

𝑘=1

𝐾

𝑝 𝑥 = 𝑘 log2 𝑝 𝑥 = 𝑘 = ෍

𝑘=1

𝐾

𝑝 𝑥 = 𝑘 log2
1

𝑝 𝑥 = 𝑘

▪ Entropy is the average amount of surprise (information) you gain when 
observing outcomes of 𝑋.

Entropy
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▪ Max possible entropy a random variable 𝑋 with 𝑘 possible states  is 

𝑙𝑜𝑔2𝑘

▪ Entropy is non-negative

▪ Most efficient code assigns − log2 𝑃(𝑥 = 𝑘) bits to encode the 

message 𝑥 = 𝑘.
▪ because it matches the information content of that event.

Entropy
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Example: entropy computation for coin toss

𝐻 𝑆 ≡ −(𝑝+ log2 𝑝+ + 𝑝− log2 𝑝−)

Head 0

Tail 6

Head 1

Tail 5

Head 2

Tail 4

𝑝 𝐻 =
0

6
= 0, 𝑝 𝑇 =

6

6
= 1

𝐻 = −0 log2 0 − 1 log2 1 = 0

𝑝 𝐻 =
1

6
, 𝑝 𝑇 =

5

6

𝐻 = −
1

6
log2

1

6
− 5/6 log2

5

6
= 0.65

𝑝 𝐻 =
2

6
, 𝑝 𝑇 =

4

6

𝐻 = −
2

6
log2

2

6
− 4/6 log2

4

6
= 0.92

Head 3

Tail 3

𝑝 𝐻 =
1

2
, 𝑝 𝑇 =

1

2

𝐻 = −
1

2
log2

1

2
− 1/2 log2

1

2
= 1
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Example: entropy

▪ 𝑆 is a sample of coin flips
▪ 𝑝+ is the proportion of heads in 𝑆
▪ 𝑝− is the proportion of tails in 𝑆
▪ Entropy measures the uncertainty of S

𝐻 𝑆 ≡ −(𝑝+ log2 𝑝+ + 𝑝− log2 𝑝−)



Uncertainty and Entropy

Which day is more uncertain?

How do we quantify uncertainty?

Less likely → More uncertainty → More information →
High entropy



Properties of Entropy

2
4

▪ Non-negative: 𝐻 𝑃 ≥ 0
▪ Invariant with respect to permutation of its inputs:

𝐻 𝑝1, 𝑝2, … , 𝑝𝑘 = 𝐻 𝑝𝜏 1 , 𝑝𝜏 2 , … , 𝑝𝜏(𝑘)

▪ 𝐻 𝑃 ≤ log2k, with equality iff 𝑝𝑖 =
1

k
, ∀𝑖

▪ The further 𝑃 is from uniform, the lower the entropy



Properties of Entropy

2
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▪ For any other probability distribution 𝑞1, 𝑞2, … , 𝑞𝑘

𝐻 𝑃 =෍
𝑖
𝑝𝑖 log

1

𝑝𝑖
<෍

𝑖
𝑝𝑖 log

1

𝑞𝑖

This is the foundation of KL divergence and shows why a 
mismatched model increases information cost.
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Example: entropy for rolling a die

𝐻 𝑥 = −෍

𝑘=1

𝐾

𝑝 𝑥 = 𝑘 log2 𝑝 𝑥 = 𝑘

1 2 3 4 5 6 1 2 3 4 5 6

.18
.24

.18.15.15
.10

.36

.0
7

.09.08

.35

.05



In context: Why does Entropy matter?
Entropy measures uncertainty.

• It tells us how much surprise to expect on average.

• High entropy = we should expect to learn more once the outcome is revealed.

Entropy helps us compare systems

• Coin that always lands heads → entropy = 0 (no uncertainty, no info).

• Fair coin → entropy = 1 bit (max for binary outcomes).

• Six-sided die → entropy ≈ 2.58 bits (more uncertainty than a coin).

Why helpful?

• It lets us compare “information richness” between random processes.

• Used in feature selection. Features with higher entropy have more capacity to carry 
information.

Big picture intuition

• Entropy matters because it tells us how much “space” we need to represent uncertainty.

• The more uncertain the world is, the more information we gain by observing it — and 
entropy quantifies that.



Outline

• Motivation 

• Entropy

• Conditional Entropy and Mutual Information

• Cross-Entropy and KL-Divergence
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Entropy
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Joint Entropy

▪ The joint entropy measures the entropy of a joint 

probability distribution of two random variables 𝑋 and 

𝑌

𝐻(𝑋, 𝑌) = ෍

𝑥∈𝑋,𝑦∈𝑌

𝑝 𝑥𝑖 , 𝑦𝑖 log
1

𝑝 𝑥𝑖 , 𝑦𝑖

▪ It helps us quantify the dependence between different 

variables and how much information they share

▪ From the product rule we can also see that

𝐻 𝑋, 𝑌 = 𝐻 𝑋 + 𝐻(𝑌|𝑋)



Joint Entropy

3
1

huMidity

Temperature

𝐻 𝑇,𝑀 = 𝐻 𝑇 𝑀 +𝐻 𝑀 = 𝐻 𝑀 𝑇 + 𝐻(𝑇)



Conditional Entropy

3
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ⓜcap H of cap Y  , cap X close paren

𝐻 𝑌 𝑋 = ෍

𝑥∈𝑋

𝑝 𝑥 𝐻 𝑌 𝑋 = 𝑥 = ෍

𝑥∈𝑋,𝑦∈𝑌

𝑝 𝑥, 𝑦 𝑙𝑜𝑔
𝑝(𝑥)

𝑝(𝑥, 𝑦)

https://en.wikipedia.org/wiki/Conditional_entropy


Conditional Entropy

3
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Conditional Entropy

3
4

𝐻 𝑌 𝑋 = ෍

𝑥∈𝑋

𝑝 𝑥𝑖 𝐻 𝑌 𝑋 = 𝑥𝑖 = ෍

𝑥∈𝑋,𝑦∈𝑌

𝑝 𝑥𝑖 , 𝑦𝑖 𝑙𝑜𝑔
𝑝 𝑥𝑖

𝑝 𝑥𝑖 , 𝑦𝑖

Discrete random variables:

Mixed setting: Continuous (over x) and discrete (over y):

𝐻 𝑌 𝑋 = −න ෍

𝑘=1

𝐾

𝑝 𝑦 = 𝑘|𝑥𝑖 log2 𝑦 = 𝑘 𝑥𝑖 p xi dxi



Mutual Information

3
5

𝐼(𝑌, 𝑋)



Properties of Mutual Information

3
6

𝐼 𝑋, 𝑌 = 𝐻 𝑋 − 𝐻 𝑋 𝑌

https://en.wikipedia.org/wiki/Mutual_information#Relation_to_conditional_and_joint_entropy


CE and MI: Visual Illustration

3
7Image Credit: Christopher Olah.



Recap

• Information

• Entropy

• Joint and Conditional Entropy

• Mutual Information

• Correlation vs mutual information



Outline

• Motivation 

• Entropy

• Conditional Entropy and Mutual Information

• Cross-Entropy and KL-Divergence
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Cross Entropy
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Suppose the true distribution of data is 𝑃 𝑥 .

But you assume or model the data using another distribution 
𝑄 𝑥 .

Cross entropy measures the average number of bits required
to encode samples from 𝑃, if you use a code optimized for 
𝑄 instead of 𝑃.

In short: How inefficient is your code when you use the 
wrong distribution?



Entropy Summary

• Entropy (H(X)) is the average number of bits needed to encode the random 
variable 𝑋 when using an optimal code matched to its distribution 𝑝 𝑥 .

• Joint Entropy (H(X,Y)) is the average number of bits needed to encode both 
𝑋and 𝑌together, if you use an optimal code matched to their joint 
distribution.

• Conditional Entropy (H(Y|X)) is the average number of extra bits needed to 
encode 𝑌, once you already know 𝑋.

• Cross Entropy is the average number of bits needed to encode data that 
really follows distribution 𝑃, if you instead use a code optimized for another 
distribution 𝑄.



Cross Entropy
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Cross Entropy: The expected number of bits when a wrong 
distribution Q is assumed while the data actually follows a 
distribution P

H(P): the true entropy (best-case cost, if you used the right 
distribution).

𝐾𝐿[P][Q]: the extra penalty (inefficiency) you pay for using the 
wrong distribution 𝑄.

= 𝐻 𝑃 + 𝐾𝐿 𝑃 𝑄



Cross Entropy
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Cross Entropy: The expected number of bits when a wrong 
distribution Q is assumed while the data actually follows a 
distribution P

This is because:

= 𝐻 𝑃 + 𝐾𝐿 𝑃 𝑄



Kullback-Leibler Divergence

4
4

When 𝑃 = 𝑄, 𝐾𝐿[𝑃||𝑄] = 0

KL Divergence is 
a KIND OF

distance 
measurement

log function is 
concave or 
convex?

By Jensen Inequality

= 𝐻(𝑃, 𝑄) − 𝐻(𝑃)

https://www.probabilitycourse.com/chapter6/6_2_5_jensen's_inequality.php


Take-Home Messages

• Entropy
‣A measure for uncertainty
‣High uncertainty maps to High information and High 

entropy
‣Why it is defined in this way (optimal coding)
‣ Its properties 

• Joint Entropy, Conditional Entropy, Mutual Information
‣The physical intuitions behind their definitions
‣The relationships between them

• Cross Entropy, KL Divergence
‣The physical intuitions behind them
‣The relationships between entropy, cross-entropy, and KL 

divergence

45



Quick Knowledge Check

• Which event provides more information when it occurs? A. An event with 
probability 0.9 B. An event with probability 0.5 C. An event with 
probability 0.01 D. All events provide equal information

• Which random variable has zero entropy? A. A fair coin toss B. A biased 
coin C. A six-sided die D. A variable that always takes the same value

• When is 𝐻 𝑋 𝑌 = 𝐻 𝑋 + 𝐻 𝑌 ? A. When 𝑋and 𝑌are correlated B. When 
𝑋determines 𝑌 C. When 𝑋and 𝑌are independent D. When 𝑋and 𝑌have 
equal entropy

• If 𝑌is a deterministic function of 𝑋, then: A. 𝐻 𝑌 ∣ 𝑋 = 𝐻 𝑌 B. 𝐻 𝑌 ∣ 𝑋
= 𝐻 𝑋 C. 𝐻 𝑌 ∣ 𝑋 = 0 D. 𝐻 𝑌 ∣ 𝑋 = 𝐻 𝑋 𝑌

• If 𝑋and 𝑌are independent, then 𝐼 𝑋 𝑌 : A. Is maximized B. Is negative
C. Equals 𝐻 𝑋 𝑌 D. Equals zero

• Cross entropy 𝐻 𝑃 𝑄 measures: A. The entropy of the assumed 
distribution 𝑄. B. The uncertainty in the true distribution 𝑃. C. The 
expected cost when data follows 𝑃but is encoded using 𝑄. D. The 
distance between 𝑃and 𝑄

• Which statement about KL divergence is correct?
A. It roughly measures distance between 2 distributions B. It can be 
negative C. It is zero when 𝑃 = 𝑄
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